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Abstract

Digital transformation has had a significant impact on the banking industry, influencing the
way banks operate and interact with customers. In the current era of technological
advancement, banking faces new challenges and unlimited opportunities. This study aims
to analyze digital transformation for the future of banking, focusing on the challenges and
opportunities faced. The research method used is literature study and secondary data
analysis. The research results show that digital transformation has changed the banking
landscape in various ways. The main challenges faced by banks are data security and
privacy, rapid technological developments, changes in consumer behavior, and
increasingly fierce competition. To overcome this challenge, banks need to adapt quickly
and develop innovative strategies. Overall, digital transformation brings challenges and
opportunities for banking in an era of technological advances. Banks that are able to
overcome these challenges and take advantage of existing opportunities will become
leaders in the future banking industry.
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Introduction

Over the past twenty years, digitalization has had a significant impact on
various businesses. It has changed the way they run their operations, brought about
a revolution in working methods, and introduced new innovative systems (Hornuf,
Klus, Lohwasser, & Schwienbacher, 2020). Recent developments in information
technology and digitization processes that occurred after 1990 have not only driven
system automation, but also changed the financial services landscape with unique
and innovative business models (Puschmann, 2017; Salerno, Sampagnaro, &
Verdoliva, 2022). Digital transformation has changed the banking landscape by
affecting how banks interact with customers, conduct operations, and provide
services. Changes in customer behavior, people are now more likely to use digital
banking services, such as internet banking, mobile applications, and digital
payments. According to (Ted Saarikko 2020) indicates that digital transformation
should be a top management priority and a defining feature of a company's business
strategy, and that by becoming digitally aware, companies can begin the
transformation journey. This encourages banks to adapt to shifting consumer
preferences and provide a better customer experience through digital channels.

One of these significant changes is the emergence of fintech (financial
technology) startups that have fundamentally altered the landscape of the financial
service provider ecosystem (Alt, Beck, & Smits, 2018; Jiao, Shahid, Mirza, & Tan,
2021; Palmie, Wincent, Parida, & Caglar, 2020). Fintech startups reflect a major
change in the financial industry by providing technology-based financial services
(Fasano & Cappa, 2022; Gimpel, Rau, & Roglinger, 2018; Gozman, Liebenau, &
Mangan, 2018). These are new business organizations that leverage digital
technologies such as computers, the internet, artificial intelligence, and big data
analytics to implement, facilitate, and innovate within the financial services sector
(Gomber, Kauffman, Parker, & Weber, 2018; Wang, Xiuping, & Zhang, 2021).

Using digital technology, these companies have brought innovation in
various aspects of products typically offered by the traditional banking sector, such
as loans, insurance, asset management, and digital payment or clearing services.
This has created intense competition with legacy firms, such as banks (Chiu, 2017,
Liu, Li, & Wang, 2020; Murinde, Rizopoulos, & Zachariadis, 2022; Thakor, 2020).
Although banks have also tried to develop digital innovations internally, they have
not been able to match the digital facilities offered by fintech companies in terms
of cost, ease of use, and availability to customers. As a result, these banks are forced
to re-evaluate the boundaries of their business models (Boot, Hoffmann, Laeven, &
Ratnovski, 2021; Kohtamaki, Parida, Oghazi, Gebauer, & Baines, 2019).

Digital transformation product and service innovation has enabled banks to
develop new products and services. Digital transformation enables the creation of
new value propositions that are increasingly dependent on service delivery (Barrett
2015). Examples are technology-based financing (fintech) platforms that provide
peer-to-peer lending, digital payment services, and robot-advisors for investments.
Banks must be able to capitalize on these innovations and strengthen their
competitiveness. Organizations are using digital technology to move away from or
augment physical product sales with service sales as an integral part of the value
proposition to meet customer needs by offering innovative solutions and collecting
data on their interactions with products and services (Heppelmann n.d.).
Technology operational efficiency also brings opportunities to improve banking

52



Nuryana / Jurnal Manajemen dan Kewirausahaan 9 (1) 2024, 51-60

operational efficiency. Process automation, implementation of artificial
intelligence, and use of blockchain technology can reduce operational costs, speed
up transaction turnaround time, and improve accuracy.

Cybersecurity Digital transformation also brings challenges in terms of
cybersecurity. With banks storing more and more sensitive data and an increase in
cyber-attacks, the protection of customer information and system security has
become critical. Banks must adopt robust security measures and engage
cybersecurity experts to protect against evolving threats. Regulation and
compliance Technological developments also pose challenges in terms of
regulation and compliance. Governments and regulators must keep pace with
technological advancements and establish appropriate frameworks to protect
customers, prevent money laundering and address emerging financial risks.

Overall, digital transformation brings both challenges and opportunities for
banks. Digital transformation is one of the major challenges facing businesses today
(Saarikko 2020). While technological change can disrupt traditional business
models, banks that are able to adapt and utilize technological advances will have
the opportunity to increase efficiency, improve customer experience, and strengthen
competitiveness in the future. Innovation theory can be used to understand the effect
of digital transformation on banking as an innovation. This theory divides the
market into different segments and analyzes the factors that influence technology
adoption in each segment.

The concept of digital ecosystem involves understanding how different
parties such as banks, fintechs, regulators and customers interact in the digital
banking ecosystem. An ecosystem approach can be used to understand how digital
transformation affects the relationships and interactions between these parties.
Digital transformation is a comprehensive term that describes an organization's
ability to leverage digital technologies to improve the efficiency and effectiveness
of internal operations and external market offerings (Vial 2019). Digital
transformation in banking involves changes in organizational culture, structure, and
work processes. Change management theories such as Kurt Lewin's theory of three-
stage change (unfreeze-change-refreeze) can be used to understand the challenges
and steps required in managing digital transformation in banking institutions.
Digital transformation in banking also brings challenges in terms of information
security. Information security theory can be used to understand the cybersecurity
threats faced by banks and how security measures can be implemented to protect
customer data and banking systems.

Through this theoretical approach, researchers can analyze more deeply the
digital transformation of banking, the challenges faced, and the opportunities that
can be utilized in the era of technological advancement. Security and Privacy
Challenges, technological developments bring more complex security risks, such
as cyber attacks, identity theft, and data leaks. Customer privacy interests are
becoming increasingly important and need to be strictly guarded. Opportunities for
new security technologies, such as biometrics and blockchain, can help improve
security and privacy in banking transactions. Changes in customer behavior patterns
favoring digital banking services that are easily accessible and fast, rather than
visiting physical branches. Demand for better user experience and personalization
IS increasing.
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Traditional banking needs to adapt to these changes and provide digital
services that meet customer expectations. Technology opportunities such as Al and
big data analytics can help banks provide a more personalized and engaging
customer experience. Competition from fintech and big tech Financial technology
(fintech) companies and big tech companies are increasingly entering the banking
market, offering innovative solutions and providing more efficient services.
Traditional banks must face stiff competition and adapt quickly to stay relevant.
Collaboration with fintech and big tech can generate mutually beneficial synergies,
as well as open up opportunities for the development of new products and services.
Some traditional banks may face obstacles in adopting digital transformation due
to limited technology infrastructure.

Large investments are required to upgrade existing infrastructure and
technology systems. Banks need to overcome technology limitations and update
infrastructure. Adoption of cloud computing technology and cloud-based
infrastructure can help banks increase flexibility, scalability and operational
efficiency. Technological changes also require appropriate regulatory and policy
updates. Strict supervision is required to protect customers and ensure regulatory
compliance. Banks must ensure that they comply with existing regulations and
anticipate future regulatory changes. Collaborate with regulators and authorities on
regulatory development.

Better integration of banking systems to improve operational efficiency and
data management. Use of new technologies such as artificial intelligence (Al),
blockchain, and big data analytics to improve customer experience and transaction
security. Development of innovative business models to face competition from
fintech and big tech companies. High investment needs in technology
transformation and banking infrastructure. Data security and privacy being a major
concern with the adoption of new technologies. Changes in organizational culture
and employee skills required to deal with technological changes. Regulations and
policies that need to be updated to accommodate developments in banking
technology.

Improved operational efficiency and cost reduction through automation and
digitization of banking processes. Improved customer experience through
accessible and personalized digital banking services. Potential collaboration
between traditional banking and fintech to combine the advantages of both.
Revenue diversification through the development of new technology-based services
and products. By conducting GAP Analysis, banks can identify gaps between the
current state and the desired state, so that they can plan strategic steps to overcome
challenges and take advantage of opportunities in banking transformation in the era
of technological advancement.

Increased digital banking services will continue to develop more
sophisticated digital banking services, such as digital payments, instant fund
transfers, and peer-to-peer financing. Based on a survey conducted by the Islamic
Financial Services Board (IFSB), 77% of Islamic Bankings indicated that the digital
transformation process of their banking system is progressing and only 3% are
planning to start digitalization (Dian 2022). Technologies such as artificial
intelligence (Al), chatbots and predictive analytics will be used to improve
customer experience and operational efficiency. Higher data security and privacy
in an era of technological advancement is a major concern.
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The use of advanced security technologies such as biometrics (facial
recognition, fingerprints) and blockchain will become standard to protect customer
transactions and data. Analytics and Artificial Intelligence Advantage Banks will
increasingly rely on data analytics and artificial intelligence to analyze customer
behavior, offer personalized products, and improve business decision-making. As
customer behavior and preferences change and customers are more likely to use
mobile devices and conduct transactions digitally, banks should focus on
developing intuitive and responsive mobile applications.

The demand for a seamless, fast and personalized user experience will
continue to increase. Regulations will continue to adapt to technological
advancements, governing aspects such as data security, privacy, and consumer
protection. Banks will need to comply with existing regulations and keep up with
regulatory changes, while maintaining innovation and competitive advantage. The
broader digital finance ecosystem will continue to evolve, including collaborations
with big tech companies and non-traditional financial service providers. This
creates new opportunities to extend the reach of banking services and create added
value for customers. The purpose of this study is to analyze the impact of
technological developments on the banking industry and to identify the challenges
and opportunities faced by financial institutions in the face of such transformation.

Literature Review

Recently, the conventional financial sector has begun to consider changes in
business methods, risk management, and business models in response to
developments in financial markets and changes in consumer demand (Dratva, 2020;
Liu et al., 2020, 2021). In addition, fintech startups have emerged as a business
model that is experiencing rapid growth and development in responding to customer
needs with innovative, more cost-effective products in the financial sector (Gozman
et al.,, 2018; Kou, Akdeniz, Dincer, & Yuksel, 2021). Zavolokina, Dolata, and
Schwabe (2016) describe fintech as the fusion of finance and technology, where
relatively new internet or mobile technology-based startups offer innovative
financial services and compete with traditional financial service providers (Gai,
Qiu, & Sun, 2018; Li et al., 2020; Ozili, 2018).

According to Nguyen, Tran, and Ho (2021), and Najaf, Subramaniam, and
Atayah (2022), as fintech has grown, it has become a competitor to banks and has
taken some of their market share. Over time, various fintech business models have
emerged within the financial sector (Jung, Dorner, Weinhardt, & Pusmaz, 2018;
Lee & Shin, 2018). Liu and colleagues (2020) discussed six different business
models, including peer-to-peer lending, digital payments, crowdfunding,
cryptocurrencies, personal financial management, and Robo-Advisors and
insurtech. These unavoidable digital developments have shaken the foundations of
the previously heavily regulated financial sector by bringing innovative financial
products, and this has increased the level of volatility in the market (Leong, Tan,
Xiao, Tan, & Sun, 2017; Zhao et al., 2022).

According to Tao, Su, Naqgvi, and Rizvi (2022), fintech has had a pivotal role
in changing the landscape of the financial and banking sectors. Jagtiani and
Lemieux (2018), in their research on peer-to-peer lending, found that fintechs have
filled a void in areas not served by conventional banks, creating significant
competition with existing financial institutions. Research by Katsiampa,
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McGuinness, Serbera, and Zhao (2022) examined the impact of fintech on financial
performance and bank stability in China. Their results showed that fintech startups
have negatively impacted core parts of China's banking business, such as payments,
and have weakened banks' financial performance and stability. This is an additional
problem for the banking industry, which is already facing pressure from the difficult
economic cycle. Therefore, the banking sector needs to seek new growth paths, such
as utilizing blockchain technology for payment clearance (Guo & Liang, 2016; Lee,
Li, Yu, & Zhao, 2021).

As such, today's leading firms are facing major challenges, and they must
find ways to strategically benefit from the major changes taking place in the fintech
world (Gomber et al., 2018). Many banks have tried to overcome the challenges of
digitalization by establishing partnerships with fintech companies, with the aim of
taking advantage of the innovative, technology-based financial services offered by
these fintechs (Hanafizadeh & Amin, 2022).

The theories used in this research include Digital Transformation Theory.
Digital Transformation Theory provides a crucial conceptual foundation in
understanding the fundamental changes that are taking place in the banking sector
as a result of technological advances. This theory emphasizes the importance of
digital technology adaptation in the banking business and the shift towards business
models that focus on digital innovation. Meanwhile, Digital Transformation
Analysis is a practical approach that enables banks to evaluate, implement, and
optimize various digital technologies and solutions in their operations. In the
context of the future of banking, the Digital Transformation Theory helps banks to
adopt the innovation mentality required to survive and thrive in the ever-changing
banking landscape.

In contrast, the Digital Transformation Analysis provides the tools and
methods needed to measure the impact of investments in digital technology,
identify opportunities, and address the challenges that come with technological
development. The two work in synergy, helping the banking industry to embrace
change and capitalize on the opportunities presented by the digital revolution.

Innovation and Adoption Theory, is used to understand how the adoption of
digital technology in the banking industry can affect banking business and services.
This theory can also help in understanding the factors that influence the adoption
of digital technology by the public, such as perceived usefulness and ease of use.
By understanding these factors, the banking industry can develop digital banking
services that are more in line with people's needs and preferences, and increase the
adoption of digital banking services.

Business Strategy Theory is used to influence banking business strategies.
In an era of technological advancement, digital transformation can open up new
opportunities for the banking industry to develop more effective and efficient
business strategies. Business strategy theory can help understand how banks can
develop business strategies that are in line with technological changes and market
needs. By understanding the factors that influence banking business strategies, such
as changes in consumer behavior and industry competition, banks can develop more
adaptive and innovative business strategies. In addition, business strategy theory
can also help in understanding how banks can optimize the use of digital technology
to improve operational efficiency and banking services.
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Information security theory Information Security in general is a field of science that
serves many other interrelated scientific fields and is also supported by a variety of
different fields of science, such as mathematics, physics or electronics,
management, and others. (Nasution, The basis of science and technology as the
basis of the economy 2001).Information security has become part of the computer
science field of study by involving algorithms and optimization into programming
(Nasution, 2006). Information security theory can be used to understand how digital
transformation can affect information security in the banking industry. In an era of
technological advancement, information security is becoming increasingly
important as more data is stored and processed digitally. Information security
theory can help in understanding how banks can develop effective and efficient
information security strategies to protect customer data and information. By
understanding the factors that affect information security, such as cybersecurity
threats and privacy policies, banks can develop more adaptive and innovative
information security systems. In addition, information security theory can also help
in understanding how banks can meet information security requirements set by
regulations and industry standards, such as PCI DSS and ISO 27001.

Methodology

The analysis of digital transformation and the future of banking involved a
qualitative research method approach. The study used a literature review
methodology, which involved analyzing and synthesizing existing research on the
topic of digital transformation in banking. This approach enables a comprehensive
understanding of the challenges and opportunities facing the banking industry in an
era of technological advancement. The research methodology is primarily based on
a review of existing literature, including articles published in finance and banking
journals. This method is particularly useful for understanding the current state of
knowledge on digital transformation in banking and identifying gaps in research
that need to be addressed. The study also incorporates secondary data from various
sources, including recent articles and publications, to provide a broader perspective
on the topic.

The analysis of digital transformation in banking involves several stages.
First, the study identified the key challenges and opportunities facing the banking
industry in the context of digital transformation. These include the impact of
Fintech on the traditional banking model, the need for digital identity verification,
and the role of blockchain in improving security and efficiency. Next, the study
examines various theoretical frameworks that have been used to understand the
impact of digital transformation on banking, such as the concept of "digital
banking" and the role of digital platforms in improving customer experience.

The study also presents future research in the area of digital transformation in
banking, including the need for more research on the impact of Fintech on
traditional banking models and the role of digital identity verification in improving
security and efficiency. In addition, the study also highlights the importance of
considering the needs and preferences of elderly customers in the digital
transformation of banking, as they may face unique challenges in adapting to new
technologies.
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Overall, the methodology used in this research provides a comprehensive
understanding of the challenges and opportunities facing the banking industry in an
era of technological advancement, and highlights the need for continued research
and innovation in the area of digital transformation in banking.

Result and Discussion

Based on research conducted, digital transformation in the banking industry
presents significant challenges and opportunities. One such challenge is the
adoption of Fintech products and services by banks, which simultaneously brings
opportunities and risks. Academics highlight the need for banks to adapt to Fintech
innovations while addressing regulatory and security concerns (Dabour, 2024). In
addition, traditional banks in China are also facing increasing competition from
digital giants such as Alibaba and Tencent, which have changed the traditional
banking landscape (Ziyun Shu, 2020).

However, digital transformation also brings many opportunities. The
utilization of technologies such as machine learning, 5G communications, and
blockchain can enhance the security and integrity of financial transactions and
improve bank efficiency (Parate, 2023). The development of digital platforms and
services, such as mobile banking and e-commerce, can also improve customer
satisfaction and experience (Lydiana, 2022). Moreover, the convergence of these
technologies will shape the future of digital identity verification in banking,
offering increased security, efficiency, and a better customer experience (Parate,
2023).

Overall, the future of banking is heavily influenced by continued
technological advancements. Traditional banks need to adapt quickly to these
innovations and protect themselves from the competition posed by large technology
companies (Ziyun Shu, 2020). As such, this research provides valuable insights for
the banking industry in dealing with digital transformation and preparing for a
future filled with challenges and opportunities.

With the adoption of new technologies, banks can develop new products
and services that are more relevant to customer needs. Examples include digital
payments, online lending, smart investments, and blockchain-based financial
services. This also opens up opportunities for banks to reach a wider range of
consumers and increase customer loyalty through technological innovation.

Conclusion

Based on the findings of the previous discussion, it can be concluded that,
digital transformation of banking is a very important focus area in the era of
technological advancement. While this presents some challenges, such as the need
for banks to adapt to Fintech innovations and protect themselves from digital giants,
it also offers many opportunities to improve security, efficiency and customer
satisfaction. The future of banking will depend on banks' ability to effectively
utilize these technologies and adapt to the ever-changing industry landscape.
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